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CONFIDENTIAL STATE 082455 

E.O. 11652: GDS 

TAGS: MILI, ESTC, JA, KS 

SUBJECT: NDPC SECURITY SURVEYS 

REF: A. NSDM -119 
B. NDP-1/7 

1 . IT IS THE POLICY OF THE USG THAT THE LEVEL OF SENSI- 
TIVITY OF US INFORMATION AND THE AMOUNT OF SUCH INFORMATION 
WHICH MAY BE DISCLOSED TO FOREIGN GOVERNMENTS IS CON- 
TINGENT UPON OUR OBTAINING ASSURANCES THAT THE RECIPIENT 
GOVERNMENT IS CAPABLE OF AFFORDING TO US CLASSIFIED 
INFORMATION AT LEAST EQUIVALENT PROTECTION AGAINST 
UNAUTHORIZED DISCLOSURE AS OUR OWN SAFEGUARDS PROVIDE. 

THIS ASSURANCE CAN ONLY BE OBTAINED BY US ASSESSMENTS OF 
THE SAFEGUARDS EMPLOYED BY FOREIGN GOVERNMENTS. NEW 
SECURITY AGREEMENTS BEING NEGOTIATED WITH 
FOREIGN GOVERNMENTS NOW PROVIDE FOR RECIPROCAL 
SECURITY SURVEYS AS WELL AS A REQUIREMENT THAT COMPROMISES 
BE REPORTED TO THE GOVERNMENT OF ORIGIN. 
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2. REFERENCE (A) REQUIRES THAT SECURITY SURVEYS BE CON- 
DUCTED TO DETERMINE THE CAPABILITY OF FOREIGN GOVERNMENTS 
TO PROTECT US CLASSIFIED MILITARY INFORMATION (CMI) 

RELEASED TO THEM. REFERENCE (B), SECTION VI.5.C.2.(B), 

PROVIDES THAT FOLLOW-ON SURVEYS WILL BE PERIODICALLY 
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CONDUCTED FOR THOSE FOREIGN GOVERNMENTS RECEIVING SIGNIFI- 
CANT AMOUNTS OF US CMI. THE NATIONAL DISCLOSURE POLICY 
COMMITTEE (NDPC) HAS APPROVED THE UPGRADING OF 
ELIGIBILITY LEVELS FOR JAPAN IN CATEGORIES 3 AND 4, IN 
THE CASE OF KOREA, IN CATEGORIES 2, 3 AND 4. THIS 
ACTION SHOULD RESULT IN A GREATER EXCHANGE OF CMI WITH 
THESE GOVERNMENTS. (THE FOREGOING ON ELIGIBILITY LEVELS 
MAY NOT BE DISCUSSED WITH HOST GOVERNMENTS). 

3. US SECURITY SURVEY TEAMS LAST VISITED JAPAN IN 1970 
AND SOUTH KOREA IN 1967. THE SURVEY REPORT FOR JAPAN IS 
22-3/70, DATED SEPTEMBER 1970; THE REPORT FOR KOREA IS 
SS-13/67, DATED 9 NOVEMBER 1967. A COPY OF THOSE 
REPORTS WILL BE POUCHED TO EACH AMEMBASSY. 

4. THE PURPOSE OF A SECURITY SURVEY IS TO DETERMINE A 
FOREIGN RECIPIENT S CAPABILITY TO PROTECT US CMI. OF 
PARTICULAR INTEREST ARE NATIONAL LAWS REGARDING THE 
PROTECTION OF CLASSIFIED INFORMATION; PERSONNEL, PHYSICAL, 
AND DOCUMENTARY SECURITY PRACTICES AND PROCEDURES PROMUL- 
GATED BY THE MINISTRY OF DEFENSE AND INDUSTRY; AND THE 
ACTUAL APPLICATION OF THE LAWS AND REGULATIONS. EMPHASIS 

IS PLACED ON BOTH MILITARY AND INDUSTRIAL SECURITY. 

5. IN VIEW OF THE ABOVE, THE NDPC HAS TENTATIVELY 
SCHEDULED SECURITY SURVEYS FOR JAPAN, SOUTH KOREA AND 
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OTHER COUNTRIES FOR 1978. SUBJECT TO AMEMBASSY 
CONCURRENCE AND HOST COUNTRY ACCEPTANCE, THE NDPC WOULD 
SUGGEST SECURITY SURVEYS FOR JAPAN AND KOREA IN LATE 
JUNE OR EARLY JULY. COORDINATION BETWEEN EMBASSIES TO 
ARRIVE AT MUTUALLY SUPPORTING DATES WOULD BE APPRECIATED 
AS THE SAME TEAM WILL VISIT EACH COUNTRY. BASED ON 
PAST EXPERIENCE, 5 - 6 WORKING DAYS IN EACH COUNTRY WILL 
BE NECESSARY. 

6. ACTION REQUESTED: SUBJECT TO EMBASSY CONCURRENCE, 
APPROACH HOST GOVERNMENTS TO ARRANGE FOR NDPC SECURITY 
SURVEYS DURING THE TIMEFRAME MENTIONED ABOVE. YOUR 
REPLY BY 19 APRIL WOULD BE APPRECIATED. 

7. DETAILS CONCERNING ITINERARIES AND SPECIFIC COVERAGE 
WILL BE COORDINATED WITH EACH AMEMBASSY UPON YOUR 
NOTIFICATION THAT HOST GOVERNMENTS AGREE TO A SECURITY 
SURVEY DURING THE PERIOD PROPOSED. COOPER 
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FOLLOWING REPEAT 082455 SENT ACTION TOKYO, SEOUL 30 MAR 78 

QUOTE CONFIDENTIAL STATE 082455 

E.O. 11652: GDS 

TAGS: MILI, ESTC, JA, KS 

SUBJECT: NDPC SECURITY SURVEYS 

REF: A. NSDM -119 
B. NDP-1/7 

1 . IT IS THE POLICY OF THE USG THAT THE LEVEL OF SENSI- 
TIVITY OF US INFORMATION AND THE AMOUNT OF SUCH INFORMATION 
WHICH MAY BE DISCLOSED TO FOREIGN GOVERNMENTS IS CON- 
TINGENT UPON OUR OBTAINING ASSURANCES THAT THE RECIPIENT 
GOVERNMENT IS CAPABLE OF AFFORDING TO US CLASSIFIED 
INFORMATION AT LEAST EQUIVALENT PROTECTION AGAINST 
UNAUTHORIZED DISCLOSURE AS OUR OWN SAFEGUARDS PROVIDE. 

THIS ASSURANCE CAN ONLY BE OBTAINED BY US ASSESSMENTS OF 
THE SAFEGUARDS EMPLOYED BY FOREIGN GOVERNMENTS. NEW 
SECURITY AGREEMENTS BEING NEGOTIATED WITH 
CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 STATE 082455 

FOREIGN GOVERNMENTS NOW PROVIDE FOR RECIPROCAL 
SECURITY SURVEYS AS WELL AS A REQUIREMENT THAT COMPROMISES 
BE REPORTED TO THE GOVERNMENT OF ORIGIN. 
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2. REFERENCE (A) REQUIRES THAT SECURITY SURVEYS BE CON- 
DUCTED TO DETERMINE THE CAPABILITY OF FOREIGN GOVERNMENTS 
TO PROTECT US CLASSIFIED MILITARY INFORMATION (CMI) 

RELEASED TO THEM. REFERENCE (B), SECTION VI.5.C.2.(B), 

PROVIDES THAT FOLLOW-ON SURVEYS WILL BE PERIODICALLY 
CONDUCTED FOR THOSE FOREIGN GOVERNMENTS RECEIVING SIGNIFI- 
CANT AMOUNTS OF US CMI. THE NATIONAL DISCLOSURE POLICY 
COMMITTEE (NDPC) HAS APPROVED THE UPGRADING OF 
ELIGIBILITY LEVELS FOR JAPAN IN CATEGORIES 3 AND 4, IN 
THE CASE OF KOREA, IN CATEGORIES 2. 3 AND 4. THIS 
ACTION SHOULD RESULT IN A GREATER EXCHANGE OF CMI WITH 
THESE GOVERNMENTS. (THE FOREGOING ON ELIGIBILITY LEVELS 
MAY NOT BE DISCUSSED WITH HOST GOVERNMENTS). 

3. US SECURITY SURVEY TEAMS LAST VISITED JAPAN IN 1970 
AND SOUTH KOREA IN 1967. THE SURVEY REPORT FOR JAPAN IS 
22-3/70, DATED SEPTEMBER 1970; THE REPORT FOR KOREA IS 
SS-13/67, DATED 9 NOVEMBER 1967. A COPY OF THOSE 
REPORTS WILL BE POUCHED TO EACH AMEMBASSY. 

4. THE PURPOSE OF A SECURITY SURVEY IS TO DETERMINE A 
FOREIGN RECIPIENT S CAPABILITY TO PROTECT US CMI. OF 
PARTICULAR INTEREST ARE NATIONAL LAWS REGARDING THE 
PROTECTION OF CLASSIFIED INFORMATION; PERSONNEL, PHYSICAL, 
AND DOCUMENTARY SECURITY PRACTICES AND PROCEDURES PROMUL- 
GATED BY THE MINISTRY OF DEFENSE AND INDUSTRY; AND THE 
ACTUAL APPLICATION OF THE LAWS AND REGULATIONS. EMPHASIS 

IS PLACED ON BOTH MILITARY AND INDUSTRIAL SECURITY. 
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5. IN VIEW OF THE ABOVE, THE NDPC HAS TENTATIVELY 
SCHEDULED SECURITY SURVEYS FOR JAPAN, SOUTH KOREA AND 
OTHER COUNTRIES FOR 1978. SUBJECT TO AMEMBASSY 
CONCURRENCE AND HOST COUNTRY ACCEPTANCE, THE NDPC WOULD 
SUGGEST SECURITY SURVEYS FOR JAPAN AND KOREA IN LATE 

JUNE OR EARLY JULY. COORDINATION BETWEEN EMBASSIES TO 
ARRIVE AT MUTUALLY SUPPORTING DATES WOULD BE APPRECIATED 
AS THE SAME TEAM WILL VISIT EACH COUNTRY. BASED ON 
PAST EXPERIENCE, 5 - 6 WORKING DAYS IN EACH COUNTRY WILL 
BE NECESSARY. 

6. ACTION REQUESTED: SUBJECT TO EMBASSY CONCURRENCE, 
APPROACH HOST GOVERNMENTS TO ARRANGE FOR NDPC SECURITY 
SURVEYS DURING THE TIMEFRAME MENTIONED ABOVE. YOUR 
REPLY BY 19 APRIL WOULD BE APPRECIATED. 

7. DETAILS CONCERNING ITINERARIES AND SPECIFIC COVERAGE 
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WILL BE COORDINATED WITH EACH AMEMBASSY UPON YOUR 
NOTIFICATION THAT HOST GOVERNMENTS AGREE TO A SECURITY 
SURVEY DURING THE PERIOD PROPOSED. COOPER 

UNQUOTE VANCE 
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